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WHE IMPACT OF EO, 12005 ON THE CLA ANDO TTS: INELELIGENCE ACTIVITIES 


1. Introduction 


L.O. 12005 places on the various government agencies, including 
CIA and other members of the intelligence Commmity, several new require- 
ments affecting both classification and dleclussifieation of national 
security information. 


2. Classification Requirements — closer foetus on what infonnat ior 
necds protection 


the classification requirements of the Order are not causing 
major problems, and indeed have caused us to focus more closely on just 
what. information needs to be protected in the interest of national secu- 
rity. 


3. Two Step Determination for Clussitication 


This closer focus flows naturally frou the Order's two step test 
to determine classification, that is information to be classified must 
fall within one of seven classification criteria and a determination made 
that its unauthorized disclosure could cause identifiable damage to the 
national security, 


4. Classification Guides §& Derivative Classification 


The use of classification guides, as provided in the Order, is 
a new approach for the Apeney and one that is beneficial in promoting 
wiiformity in classification level and duration. ‘The guides, which are 
aoproved by an original top secret classifying authority, enable emplovees 
without top secret classification authority to apply consistently the 
requisite Classification level, duration, and justification. Mmployees 
using the guides are derivative classifiers, as are those who use pre 
viously Classified information in a new context and carry forward the 
information's original classification. Derivative classifiers are idcn- 
tified on the documents they classify to assure accountability for classi- 
fication decisions. 


5. Keftinement of Guides § Po. tien MEEPK (tas, 


As we further rerine our yvuides, emphasis is being placed on the 
lowest level and duration of classification necessary to protect cach sub- 
category of information. The provision of the Order making portion marking 
mandatory is also an aid in making thoughtful classification decisions and 
will facilitate the classification review of permanent records in the future. 
The Order provides that the DISOO may, for ood cause, grant and revoke 
Waivers of the portion marking requirement fen specified classes of docu- 
ments or information. Flexibility is thus provided for those few cases 
in which a waiver is needed. 
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6. Positive Results of the Order's Classification Provisions 


Overall the Order's classification provisions enable CIA to pro- 
tect national security infornnation, particularly intelligence sources and 
methods, which needs protection. It has pushed us away from classifica- 
tion by rote and toward classifications by informed judgement. In addi- 
tion, under terms of the Order, classification may not be used to limit 
dissemination, delay release to the public of information that does not 
merit classification, nor conceal violations of law. In summary, CIA 
fully supports the classification provisions of the Order and views them 
as a positive development. 


7. CLA & Openness in Government 


The declassification requirements of [).0. 12065 arc a step to 
more openness in government which CIA supports. It is the policy of the 
DCi to inform the public on CIA's unclassified activities and to declas- 
sify and release to the public as ich of the Agency's substantive prod- 
uct as possible without risking the disclosure of sensitive intelligence 
sources and methods. Recently approximately 15C finished intelligence 
reports have been declassified per vear and have been made available to 
the public through the Library of Congress. We have moved from the fomacr 
"no comment" response and now routinely provide unclassified information 
in response to media inquiries. We are conducting a dialovue with American 
academic specialists, and increasingly analytical personnel particinate in 
the presentation of unclassified professional pavers. 


8. Contradiction Retween Openness 4 fraditional Secrecy of an 
Intelligence Oreanization 


Aithough CIA supports a policy of opeuness, it should be empha 
sized that an intelligence organization deals in secrets - its business 
and its activities are secret - and have been since man first engaged in 
intelligence activities. It is generaJly known that intelligence organi- 
zations exist, but their organization, functions, names, of ficial titles, 
salaries, and numbers of personnel are secret. The U.S. Government is 
unique among the nations of the world in providing for, and in some in- 
stances demanding, that intelligence information concerning the function- 
ing of its intelligence agencies be made public. 


9, &.0. 12065 as a Public Disclosure Statute 


1.0, 12065 like the FOIA which it compliments, is a definite de- 
parture from the secrecy traditional to intelligence operations at a time 
when the protection of national security information is basic to our sur- 
vival. Although E.0. 12065 recognizes the need to protect information 
which meets classification requirements, it als«. states that in some cases 
the need to protect such information may be outweighed by the public 
interest in disclosure of the information, and in these cases the infor- 
macdion should be declassified. 
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10. Impact of Public Disclosure Statutes or CIA 


Disclosure provisions, whether POLA or F.0. 12065, make it more 
difficult for our case officers to convince sources of foreign intelli- 
gence at home and abroad that we can ensure that infomation they furnish 
will not find its way Into a U.S. newspaper or wagazine. Our assurances 
ef secrecy and proper safeyuarding matter not if those who would enter 
into a confidential arrangement perceive that ustormation supplied by them 
will not be held in confidence. It is undeniable that within [£.0. 12065 
there exists a sufficient busis to protect our most vital information. 
Unfortunately, the release of any kind of intelligence information, or even 
the prospect of release, in the present climat:: creates a situation diffi- 
cult for iriendly governments to comprehend ant has a dampening effect on 
their willingness to share information with us. 


11. The Burden ot Svstematic Review for Dectassi fication 


Two of the declassification requirements of E.0. 12065 taken 
topether constitute an overwhelming, if not unrealistic, task for CIA. 
These requirements are that pemnanent records inust be reviewed for de- 
Classification at age 20 rather than 30, and thet systematic review for 
Jdeclassification be implemented as rapidly as pricticable and completed 
by 1 December 1988. As pointed out by my celleupue who addressed last 
year's seminar, if CIA's classified documents fro 1947 until 1951 were 
stacked next to the Washington Momment and equal in height, the result 
would be seven stacks. Considering that the volume of records then 
tripled in the early 50's, an abaost incomprehersible quantity of records 
have had to be sereened. 


Task Forces were organized on a component basis to review their 
record holdings and divide them inte permanent aod temporary records in 
accordance with Records Control Schedules approved by the National Archives 
and Records Service. This screening is now larycly completed. An esti- 
mated 22,500 cubic feet of permanent records or 15,000,000 pages at 2,000 
pages per cubic foot have been identified for systematic review for de- 
classification on an item by item basis in the vext 10 years. Every ef- 
fort will be made, in coordination with the National Archives and Records 
service, to reduce through reappraisal the number of records now considered 
permanent and thereby subject te classification review. However, even with 
some reduction, CIA's Classification Review Croup as now constituted (59 
full-time staff personnel) can only seratch the sur face. 


12. Increased Manadatory Review Requests 


The Order also impacts upon CLA in an imereased number of manda- 
tory review requests. This increase is thought to stem from the Order's 
provision providing for possible release of more recent information. 
Paperwork has also increased in that CIA must now deal directly with re- 
yuestors rather than through the National Archives and Records Service 
and must also perform inter-U.S. eovernment coordination as necessary. 
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13. Potential for Compromise of National Security Information in 
Systematic Review for Declassification 


The classification review of complex classified material cover- 
ing many subjects and areas of the world creates a high potential for 
compromise of national security information. The metheds by which the 
information is acquired, particularly if derived (rom sensitive sources 
or in conjunction with foreign governments, mus* be considered. The 
asnformation, particularly if only 20 years old, may involve projects or 
undertakings still in existence. The cumulative disclosure effect of 
declassifying and releasing individuai items cf information on a single 
subject nust be weighed, fn summary, a fine line must be drawn in 
bulancing, as required in the Order, the public's interest in access to 
Government information with the reed to protect certain national secu- 
rity information from disclosure. 


14. The Need for Experienced Intelligence Officers to Perform Clas- 
sification Review 


Classification review demands intelligence officers with exten- 
sive experience and knowledge of world affairs as well as of Agency 
missions, functions, and activities. [Intelligence officers reviewing 
documents 20 years of age or older must be able to evaluate them in the 
hight of today's operational and foreign affairs environment. bor 
example, we recently reviewed a document concerning contingency planning 
ina geographic area of vital concern. Except for the document date 
(1951) the reader would think the information concerned the current situ- 
ation. Disclosure of the information would adversely affect U.S. foreien 
relations and cause serious damage to the national security. Independent 
judgements must be made on the substantive content of permanent records 
reviewed - judgements in which intelligence officer reviewers act as 
agents of the DCI in the discharge of his responsibility to protect nation- 
al security information and particularly intelligence sources and methods. 


15.) The Aggregate Lf fect of Releasing Individually Declassifiable 
items of Information 


Particular care must be taken to ensure that sets or series of 
didividually declassifiable documents would not, in the ayyrepgate reveal 
intelligence sources or methods, or indicate the scope and nature of co- 
vert Agency activities, it the entire collection or a substantial portion 
of it were declassiticd and released. For cxammte, a 20 vear old report 
on the travel of a known Soviet agent within a@ country may by itself he 
doclassifiable. Tlowever, a series of such reports would reveal that the 
information could only have becn obtained throucsh the cooperation of the 


1 


country's government or a penetration of that covernmuent. 
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16. Concluding Eaampic of the Potential for Compromise in Systematic 
Review 


Recently we were usked to review for declassification a historical 
document over 50 years old on a major comminist party, We agreed to the 
review with alacrity - obviously a piece of cake. However, it turned 
out to be a unique document, readily identifiable to the communist party 
and to the country's security service which obtained it in a raid on _ 
party headquarters. The document was sade available to CIA in the early 
20's by an official of the country's security service. The source is 
still active. Declsssification and release of che document could becone 
an issue in the internal politics of the country. concerned, adversely 
atfect a CTA liaison arrangement, and place a source in jeopardy. 
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